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1. Beenenue

HuTepdeiic ecTh BaxkHast COCTABIIAIOIIAS TPUIIOKEHUH, OJaroaapsi KOTOpOMy
UCIIOJIHAIOTCSI BCE HEOOXOAMMbIE JIEHCTBUS 3aJI0KEHHBIE B SIIPO MporpaMMbl. Tak
Hanpumep, uarepdericamu MoxHO cuutath API calitoB, BHenHMe (extern) GyHKIMH
O6uOIMOTEK, BXOJHBIE apTyMEHTHI porpammbl. Ho koraa peub 3axouT 00 0OBIYHBIX
M0JIb30BATEJISIX, TO MACIITA0 TEPMUHA «UHTEPGENC)» CYHKACTCS BCETO JI0 IBYX €0
cocrapisitorux: CLI (korconbubii naTEepdeiic) u GUI (rpaduueckuii untepdeiic).

[T1rocom KoHCOJIBHOTO MHTEpdeica, CO CTOPOHBI JIEFTKOCTH €ro HalMcaHus,
ABJISIETCS] OTCYTCTBUE (JIMOO MpeeabHbI MUHUMAIN3M) nu3aiiHa. biaarogaps atomy
Ka4yecTBY, CHa4aJia MepPBbIM MMUILIETCS KOHCONBbHBIN HHTEpQENC (11l epBOHAYATBHON
IPOBEPKH pabOTOCIIOCOOHOCTH BCEH MPOrpaMMBbl), a JIUIITbL TOTOM I'pauuecKuil.

[Irocom rpaduueckoro uuTepderica aBiIsieTcsl KOHEUHO Ke
«IPYKETFOOHOCTEY» K OOBIYHBIM TOJI30BATEIISIM, HE 3HAKOMBIM HH C KAKUMH
TEPMHUHAJIAMHU U KOHCOJIIMUA. DTO BO3MOXKHO OJiarofapst 6oJiee BBICOKOMY YPOBHIO
JU3aiiHa U JEUCTBUSAM, PACCUMTAHHBIM HE TOJIBKO Ha KJIaBUATYypy, HO M Ha padoTy C
MBIIIIBIO.

Wnorna rpadudeckuit ”HTEpQEc MOTYT CIIEIIMATBHO PEATM30BBIBATH TAKUM
0o0pa3oM, 4ToObI OH UMEJN BUJ KOHCOJIBLHOTO UHTEpdeiica, HO Tpu 0OpaTHOM
JIENCTBUM, KOHCOJIbHBIN HHTEpGEC HE CIOCOOEH MPUHSTH BU rpadudecKoro (1o
KpaliHel Mepe noJiHoIeHHO). U3 atoro cienyet, uto CLI MoxxHO paccMmaTpuBaTh Kak
noamMHoxecTBo GUI, n notomy cam CLI UMeET MEHBIIYIO CIIOAKHOCTb ITPU
peanu3aluu.

OaHUM U3 UHTEPECHBIX CIIOCOO0B peanu3aluu rpaguyeckoro nHTepdeiica
CIIYKUT CO3JIaHUE U MOHSATHE JIOKAJIIBHOTO CaliTa, BMECTO CO3aHMs OOBIYHOTO
JECKTOIMHOTO (MJIM MOOUJIBHOTO) MpuJioskeHus. Takoit criocoO BeicTpanBanust GUI
UMEET MHOYKECTBO TIOJIOKUTENBHBIX OTTEHKOB. BO-TIEpBBIX, MPHIIOKEHNE
pealn30BaHHOE TaKKUM 00pa3oM UMEET CBOMCTBO KpoccmiiaThopMeHHOCTH. To-ecTh
CIocoOHO KOppeKTHO 3amyckaTtbess Ha Windows, Linux, Mac OS, Android, IOS u
Ipyrux miaaTdopmax 3a Cu4€T UCTIOIb30BaHUs OOBIYHBIX Opay3epoB. Bo-BTOphIX, Tak

Kak ucrnoJib3yroTcs opaysepsl u GUI npunoxenue npencrabiser u3 ce0s 0ObIYHBIHN



CailT, TO U ABJISETCS BO3MOKHBIM HCIIOJIb30BATh OE3rpaHUYHOE KOJIUYECTBO
dbperiMBOopkoB U OMOIMOTEK cBA3aHHBIX ¢ WEB-pa3paOoTKkoii, He OrpaHUYHMBAsCH
P STOM CTaHAAPTHBIMU (JINOO MOATPYKAEMBIMHU ) ONOINOTEKaMU BRIOPAHHOTO
A3bIKa IporpaMmupoBanus. s Takoro cnoco6a peanuzaruu GUI moctaTouHo UL

BO3MOXKHOCTH ucnoyib30Bath HTTP nmpoTokour.



2. IlpakTuka

2.1. «IIporpamMmmupoBaHue y3i1a OJOKICHHY

[TpuBsizka unTepdeiica OyaeT OCymecTBIATHCS K OJOKYEHH CeTH,
peanu30BbIBas GYHKIMU MPOBEPKU OajaHca, MPocMOTpa OJI0KOB, CO3AAHUS

TPaH3aKIWUHI, PETUCTPALIUHA U ABTOPHU3ALIHAH.

2.2. KoncombHbI HHTEpDEIiC

CLI 6b11 peanu3oBaH B METOIMYECKOM nocobuu [ 1, ¢.70].

2.3. I'padnueckuii unrepperic

[Tpu peanuzanuu GUI Oynet ncronb30BaThCs A3bIK MporpaMMupoBanus Go

(https://golang.org/) [2] npeactasnstomuii HTTP cepsep, a Takxke A3bIKH

HTML/CSS u ¢peiimopk Bootstrap (https://getbootstrap.com/).

['paduyeckuii KIMEHT NPECTABISIET OTICIBHOE MPUI0KEHUE U TTIOTOMY

HNMCHYCTCA KaK «mainy.

package main

(1.1) ®ynkuwms init.

func init() {
err := json.Unmarshal([]byte(readFile(ADDR_FILE)), &Addresses)
if err !=nil {
panic("failed: load addresses")

}
if len(Addresses) == 0 {


https://golang.org/
https://getbootstrap.com/

panic("failed: len(Addresses) == 0")

3arpy’kaeT CIMCOK aapecoB K KOTOPHIM KJIMEHT IMOIKITIOUASTCS, KaK K y31amM
onokueiin-cetu. Mcnonbsyercs koncranra ADDR_FILE (1.2), a Takxke rmobanbHas
nepeMenHas Addresses u ¢pyukius readFile, koTopbie ObIITM peann30BaHbI CIIIE B

KOHCOJIbHOM uHTEpdetice [1].

(1.2) Koncranta ADDR_FILE.

const (

ADDR_FILE = "addr.json"

(1.3) dynkuus main.

func main() {

fmt.PrintIn("Server is running ...")

http.Handle("/static/", http.StripPrefix(
"/static/",

handleFileServer(http.Dir(STTC_PATH))),

http.HandleFunc("/", indexPage)
http.HandleFunc("/login", loginPage)
http.HandleFunc("/signup", signupPage)
http.HandleFunc("/logout”, logoutPage)
http.HandleFunc("/account”, accountPage)
http.HandleFunc("/transaction", transactionPage)
http.HandleFunc("/blockchain”, blockchainPage)
http.HandleFunc("/blockchain/", blockchainXPage)



http.ListenAndServe(":7545", nil)

Touka Bxoaa B mporpammy. CHadaja yKa3pIBaeT TUPEKTOPHUIO CO CTATUIHBIMH
datinamu (css) npu momornu koHCTaHThl STTC PATH (1.4) u dysakiun
handleFileServer (1.5). Janee, n1s MmapuipyTru3aiiu UCIOIb3YIOTCS QYyHKIUN
indexPage (1.6), loginPage (1.7), signupPage (1.8), logoutPage (1.9), accountPage
(1.10), transactionPage (1.11), blockchainPage (1.12), blockchainXPage (1.13). B

KOHIIE 3aIlyCKaeTcsl IpOoCIylIuBaHue nopra 7545.

(1.4) Koncranta STTC_PATH.

const (

STTC_PATH = "static/"

(1.5) ®ynkuus handleFileServer.

func handleFileServer(fs http.FileSystem) http.Handler {
return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
if _, err := fs.Open(r.URL.Path); os.IsNotExist(err) {
indexPage(w, 1)
return

}
http.FileServer(fs).Serve HTTP(w, 1)

D

(1.6) ®ynkuus indexPage.




func indexPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"index.html",
)
if err !'=nil {
panic("can't load hmtl files")
}
var data struct{
User *bc.User
}
data.User = User

t.Execute(w, data)

Ucnons3yet konctauty TMPL PATH (1.14) u noarpy»xaet ¢aiissl
«base.html» (1.15) u «index.html» (1.16). Takke ucnonb3yercs riaodaabHas

nepeMenHast User B3siTasi U3 KOHCOJILHOTO uHTEpdeiica [1].

(1.7) @ynkuus loginPage.

func loginPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"login.html",
)
if err = nil {
panic("can't load hmtl files")
}
var data struct{
User *bc.User
Error string
}
if r-Method == "POST" {

r.ParseForm()



User = be.LLoadUser(r.FormValue("private"))
if User == nil {

data.Error = "Load Private Key Error"
} else {

http.Redirect(w, r, "/", 302)

return

}

data.User = User

t.Execute(w, data)

[Hoarpyxkaert ¢aiinel «base.htmb» u «login.html» (1.17).

(1.8) dynkuus signupPage.

func signupPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"signup.html",
)
if err !=nil {

panic("can't load hmtl files")

}
var data struct{
User *bc.User
PrivateKey string
}

data.User = User
if r.Method == "POST" {
data.PrivateKey = bc.NewUser().Purse()

}

t.Execute(w, data)




[Monrpyxaer ¢aiinst «base.html» u «signup.html» (1.18).

(1.9) ®ynxuus logoutPage.

func logoutPage(w http.ResponseWriter, r *http.Request) {
User = nil

http.Redirect(w, r, "/", 302)

(1.10) dynkiusa accountPage.

func accountPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"account.html",
)
if err !=nil {

panic("can't load hmtl files")

}

var data struct{
User *bc.User
Address string
Balance string

}

data.User = User
if data.User !=nil {
data.Address = User.Address()
res := nt.Send(Addresses[0], &nt.Package{
Option: GET_BLNCE,
Data: data.Address,
1))
if res !=nil {

data.Balance = res.Data
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} else {
http.Redirect(w, r, "/", 302)
return

}

t.Execute(w, data)

[Monrpyxaer ¢aiiinsl «base.html» u «account.html» (1.19).

(1.11) ®dynkmus transactionPage.

func transactionPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"transaction.html",
)
if err !=nil {

panic("can't load hmtl files")

}

var data struct{
User *bc.User
Error string

}

data.User = User
if r-Method == "POST" {
r.ParseForm()
if data.User == nil {
data.Error = "User not authorizated"
t.Execute(w, data)
return
}
receiver := r.FormValue("receiver")
num, err := strconv.Atoi(r.FormValue("value"))
if err !=nil {

data.Error = "strconv.Atoi error"
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t.Execute(w, data)
return
}
flag := false
for _, addr := range Addresses {
res := nt.Send(addr, &nt.Package{
Option: GET_LHASH,
D
if res == nil {
continue
}
tx := bc.NewTransaction(User, bc.Base64Decode(res.Data), receiver,
uint64(num))
res = nt.Send(addr, &nt.Package{
Option: ADD_TRNSX,
Data: bc.SerializeTX(tx),

D
if res == nil || res.Data != "ok" {
continue
}
flag = true
}
if 'flag {
data.Error = "TX failed"
} else {

'

data.Error = "TX success'

}

t.Execute(w, data)

[Toarpyxkaet (aiiner «base.html» u «transaction.html» (1.20).

(1.12) ®ynxkuus blockchainPage.
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func blockchainPage(w http.ResponseWriter, r *http.Request) {

t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"blockchain.html",

)

if err !'=nil {
panic("can't load hmtl files")

}

var data struct{

Error string
Size []bool
Address string
Balance string
User *bc.User
}
data.User = User
if r-Method == "POST" {
data.Address = r.FormValue("address")
res := nt.Send(Addresses[0], &nt.Package{
Option: GET_BLNCE,
Data: data.Address,

1))

if res !=nil {

data.Balance = res.Data

}
res := nt.Send(Addresses[0], &nt.Package{

Option: GET_CSIZE,

D

if res == nil || res.Data == "" {
data.Error = "Receive error”
t.Execute(w, data)
return

}

num, err := strconv.Atoi(res.Data)

if err !=nil {
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!

data.Error = "strconv.Atoi error’
t.Execute(w, data)
return

}

data.Size = make([]bool, num)

t.Execute(w, data)

[Toarpyxkaet (aiiner «base.html» u «blockchain.htmly» (1.21).

(1.13) dynkiusa blockchainXPage.

func blockchainXPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"blockchainX.html",
)
if err !=nil {
panic("can't load hmtl files")
}
var data struct{
Error string
Block *bc.Block
User *bc.User
}
data.User = User
res := nt.Send(Addresses[0], &nt.Package{
Option: GET_BLOCK,
Data: strings.Replace(r.URL.Path, "/blockchain/", "", 1),

D

if res == nil || res.Data == "" {
data.Error = "Receive error”
t.Execute(w, data)
return

}
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data.Block = be.DeserializeBlock(res.Data)
if data.Block == nil {
data.Error = "Block is nil"
t.Execute(w, data)
return

}

t.Execute(w, data)

[Toarpyxaet daitbl «base.html» u «blockchainX.html» (1.22).

(1.14) Koncranta TMPL PATH.

const (

TMPL_PATH = "templates/"

Hcnonb3yroTes ClAeAyOINE MaKEThI.

import (
"os"
"fmt"
nt "./network"
bc "./blockchain”
"net/http"
"strconv"
"strings"

"html/template"

"encoding/json"

(1.15) Paiin base.html.
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<IDOCTYPE html>
<htmI>
<head>
<title>
{{block "title" .} }
Title
{{end}}
</title>
<meta charset="utf-8">
<link rel="stylesheet" type="text/css" href="/static/css/bootstrap.css">
</head>
<body>
<header>
<nav class="navbar navbar-expand-lg navbar-dark bg-dark">
<div class="container">
<a href="/" class="navbar-brand" exact><h4>Home</h4></a>
<div class="navbar-collapse">
<ul class="navbar-nav'">
<a href="/blockchain" class="nav-link"><h5>Blockchain</h5></a>
</ul>
<ul class="navbar-nav ml-auto">
{{ if (not .User) }}
<a href="/signup" class="nav-link"><h5>Signup</h5></a>
<a href="/login" class="nav-link"><h5>Login</h5></a>
{{else }}
<a href="/transaction" class="nav-link"><h5>Transaction</h5></a>
<a href="/account" class="nav-link"><h5>Account</h5></a>
<a href="/logout" class="nav-link"><h5>Logout</h5></a>
{{ end }}
</ul>
</div>
</div>
</nav>
</header>

<main>
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{{block "content" .} }
Content
{{end}}
</main>
</body>

</html>

(1.16) daitn index.html.

{ {define "title"}}
Index
{{end}}
{{define "content"}}
<div class="col-md-9 mx-auto">
<div class="jumbotron">
<hl class="text-center">Blockchain</h1>
</div>

</div>

{{end}}

(1.17) ®aiin login.html.

{{define "title"} }
Login
{{end}}
{{define "content"}}
{{ if .Error }}
<p>{{ .Error } }</p>
{{'end }}
<div class="col-md-8 mx-auto">
<div class="jumbotron">
<div class="col-10 mx-auto">

<form method="POST" action="/login">



<div class="form-group">
<input type="password" class="form-control" name="private" placeholder="Private
Key">
</div>
<input type="submit" class="btn btn-success w-100" name="login" value="Login">
</form>
</div>
</div>

</div>

{{end}}

(1.18) daiin signup.html.

{ {define "title"}}
Signup
{{end}}
{{define "content"}}
<div class="col-md-8 mx-auto">
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/signup">
<div class="form-group">
{{ if .PrivateKey }}
<input readonly type="text" class="form-control bg-light" value="{{ .PrivateKey
}}" id="private">
{{ end }}
</div>
<input type="submit" class="btn btn-success w-100" name="generate"
value="Generate Private Key">
</form>
</div>
</div>

</div>

{{end}}




(1.19) ®aiin account.html.

{{define "title"}}
Account
{{end}}
{{define "content"}}
<div class="col-md-9 mx-auto">
<div class="jumbotron">
<div class="col-12 mx-auto">
<form>
<div class="form-group">
<input id="address" readonly class="form-control bg-light" type="text"
name="coins" value="Address: {{ .Address }}'">
</div>
<div class="form-group">
<input disabled class="form-control bg-light" type="text" name="coins"
value="Balance: {{ if .Balance }} {{ .Balance }} {{ else }} 0 {{ end }} coins;">
</div>
</form>
</div>
</div>
</div>

{{end}}

(1.20) daiin transaction.html.

{{define "title"}}
Transaction
{{end}}
{{define "content"}}
<div class="col-md-8 mx-auto">
<div class="jumbotron">

<div class="col-10 mx-auto">



<form method="POST" action="/transaction">
<div class="form-group">
{{ if .Error }}
<input disabled class="form-control bg-light" type="text" name="state" value="{{
.Error }};">
{{ end }}
</div>
<div class="form-group">
<input type="text" class="form-control" name="receiver" placeholder="Receiver">
</div>
<div class="form-group">
<input type="number" class="form-control" name="value" placeholder="Value">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Send">
</form>
</div>
</div>
</div>

{{end}}

(1.21) daiin blockchain.html.

{{define "title"}}

BlockChain
{{end}}
{{define "content"}}

<div class="col-md-9 mx-auto">

<div class="jumbotron">
<div class="col-12 mx-auto">
<form method="POST" action="/blockchain">
<div class="form-group">
{{ if .Address }}
<input readonly class="form-control bg-light" type="text" name="coins"

value="Address: {{ .Address }}">
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<input disabled class="form-control bg-light" type="text" name="coins"
value="Balance: {{ .Balance }} coins;">
{{ end }}
</div>
<div class="form-group">

—n

<input type="text" class="form-control" name="address" placeholder="Address">
</div>
<input type="submit" class="btn btn-success w-100" name="submit"
value="Balance">
</form>
</div>
</div>
<div class="jumbotron">
{{ if .Error }}
<p>{{ .Error }}</p>
{{ else }}
{{ range $i, $e := .Size }}
<div class="card">
<a class="btn btn-info" href="/blockchain/{{$i}}">[Block {{ $i }}]</a>
</div>
{{ end }}
{{end }}
</div>
</div>

{{end}}

(1.22) daiin blockchainX.html.

{{define "title"}}
Block
{{end}}
{{define "content"} }
{{ if .Error }}
<p>{{ .Error } }</p>
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{{ else }}

<table border="1">

<tr>

<th>Nonce</th>

<td width="100%">{{ .Block.Nonce }} </td>
</tr>
<tr>

<th>Difficulty</th>

<td width="100%">{{ .Block.Difficulty }}</td>
</tr>
<tr>

<th>CurrHash</th>

<td width="100%">{{ .Block.CurrHash }}</td>
</tr>
<tr>

<th>PrevHash</th>

<td width="100%">{{ .Block.PrevHash }}</td>
</tr>
<tr>

<th>Miner</th>

<td width="100%">{{ .Block.Miner } } </td>
</tr>
<tr>

<th>Signature</th>

<td width="100%">{{ .Block.Signature }}</td>
</tr>
<tr>

<th>TimeStamp</th>

<td width="100%">{{ .Block.TimeStamp } } </td>
</tr>
<tr>

<th>Transactions</th>
<td>
{{ range .Block.Transactions }}
<table border="1">

<tr>
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<th>RandBytes</th>
<td width="100%">{{ .
</tr>
<tr>
<th>PrevBlock</th>
<td width="100%">{{ .
</tr>
<tr>
<th>Sender</th>
<td width="100%">{{ .
</tr>
<tr>
<th>Receiver</th>
<td width="100%">{{ .
</tr>
<tr>
<th>Value</th>
<td width="100%">{{ .
</tr>
<tr>
<th>ToStorage</th>
<td width="100%">{{ .
</tr>
<tr>
<th>CurrHash</th>
<td width="100%">{{ .
</tr>
<tr>
<th>Signature</th>
<td width="100%">{{ .
</tr>
</table>
{{'end }}
</td>
</tr>

<tr>

RandBytes } } </td>

PrevBlock } }</td>

Sender } }</td>

Receiver }}</td>

Value } }</td>

ToStorage }}</td>

CurrHash } } </td>

Signature }}</td>
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<th>Mapping</th>
<td>
{{ range $k, $e := .Block.Mapping } }
<table border="1">
<tr>
<th width="100%">{{ $k } } </th>
<td>{{ $e }}</td>
</tr>
</table>
{{ end }}
</td>
</tr>

</table>

{{ end }}
{{end}}
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2.4. «Ethereum»

Jna paboTtsl ¢ matdopmoii «Ethereumy, ncnonb3ys 361k Go, HEOOXOIUMO
YCTaHOBUTH CTOPOHHIO OMOIMOTEeKy go-ethereum. Jlanee, mepeiiTu B TUPEKTOPHIO
go/src/github.com/ethereum/go-ethereum/cmd/abigen/, ckommuupoBath ¢ain

main.go M CKOMMMPOBATH €ro B padoUuyI0 JUPEKTOPHUIO.

$ go get -d github.com/ethereum/go-ethereum
$ cd /home/user/go/src/github.com/ethereum/go-ethereum/cmd/abigen
$ go build main.go

$ mv main abigen

2.5. 3arpy3ka KOHTpakTa
[Ipexxzie ueM peanr30BbIBaTh UHTEP(ENCHYIO COCTAaBJISIOLIYIO, CBI3aHHYIO C
ninatdopmoii «Ethereum», He0OXOAUMBIM SIBISIETCS CO3/]JaHMEe KOHTPAKTa U

MOAKJ/IOUEHKWE Halllero rpujioXeHusa K HeMY.

Koutpakrt. @aiin contract.sol.

pragma solidity *0.5.0;

contract WorldSkills {

struct Estate {
uint estate_id;
address owner;
string info;
uint squere;
uint useful_squere;
address renter_address;

bool present_status;
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bool sale_status;

bool rent_status;

struct Present {
uint estate_id;
address address_from;
address address_to;

bool finished;

struct Sale {
uint estate_id;
address owner;
uint price;
address payable[] customers;
uint[] prices;

bool finished;

struct Rent {
uint estate_id;
address payable owner_address;
address payable renter_address;
uint time;
uint moneys;
uint deadline;

bool finished;

Estate[] estates;
Present[] presents;
Sale[] sales;

Rent[] rents;

address admin = msg.sender;
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address payable default_address = 0x0000000000000000000000000000000000000000;

function iam_admin() public view returns(bool) {

return msg.sender == admin;

function get_estates_number() public view returns(uint) {

return estates.length;

function get_presents_number() public view returns(uint) {

return presents.length;

function get_sales_number() public view returns(uint) {

return sales.length;

function get_rents_number() public view returns(uint) {

return rents.length;

function get_estates(uint estate_number) public view returns(uint, address, string
memory, uint, uint, address) {
return(estates|[estate_number].estate_id, estates[estate_number].owner,
estates[estate_number].info, estates[estate_number].squere, estates[estate_number].useful_squere,

estates[estate_number].renter_address);

}

function get_estates_statuses(uint estate_number) public view returns(bool, bool, bool) {
return(estates[estate_number].present_status, estates[estate_number].sale_status,

estates[estate_number].rent_status);

}

function get_presents(uint present_number) public view returns(uint, address, address,

bool) {



return(presents[present_number].estate_id, presents[present_number].address_from,

presents[present_number].address_to, presents[present_number].finished);

}

function get_sales(uint sale_number) public view returns(uint, address, uint, address
payable[] memory, uint[] memory prices, bool) {
return(sales[sale_number].estate_id, sales[sale_number].owner,
sales[sale_number].price, sales[sale_number].customers, sales[sale_number].prices,

sales[sale_number].finished);

}

function get_rents(uint rent_number) public view returns(uint, address, address, uint, uint,
uint, bool) {
return(rents[rent_number].estate_id, rents[rent_number].owner_address,
rents[rent_number].renter_address, rents[rent_number].time, rents[rent_number].money,

rents[rent_number].deadline, rents[rent_number].finished);

}

modifier status_OK(uint estate_id) {
require(estates[estate_id].present_status == false);
require(estates[estate_id].sale_status == false);

require(estates[estate_id].rent_status == false);

pa—4

modifier is_owner(uint estate_id) {

require(msg.sender == estates[estate_id].owner);

p—

modifier is_admin {
require(msg.sender == admin);

p—
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function create_estate(address owner, string memory info, uint squere, uint useful_squere)
public is_admin{
estates.push(Estate(estates.length, owner, info, squere, useful_squere,

0x0000000000000000000000000000000000000000, false, false, false));
}

function create_present(uint estate_id, address address_to) public status_OK(estate_id)
is_owner(estate_id) {
presents.push(Present(estate_id, msg.sender, address_to, false));

estates[estate_id].present_status = true;

function cancel_present(uint present_number) payable public {
require(msg.sender == presents[present_number].address_from);
require(presents|present_number].finished == false);
estates[presents[present_number].estate_id].present_status = false;

presents[present_number].finished = true;

function confirm_present(uint present_number) payable public {
require(msg.sender == presents|[present_number].address_to);
require(presents[present_number].finished == false);
estates[presents[present_number].estate_id].owner =
presents[present_number].address_to;
estates[presents[present_number].estate_id].present_status = false;

presents[present_number].finished = true;

function create_sale(uint estate_id, uint price) public status_OK(estate_id)
is_owner(estate_id){
address payable[] memory customers;
uint[] memory prices;
sales.push(Sale(estate_id, msg.sender, price, customers, prices, false));

estates[estate_id].sale_status = true;
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function cancel_sale(uint sale_number) public {
require(msg.sender == sales[sale_number].owner);
require(sales[sale_number].finished == false);
for (uint 1 = 0; 1 < sales[sale_number].customers.length; i++){
(sales[sale_number].customers|i]).transfer(sales[sale_number].prices|i]);
}
estates[sales[sale_number].estate_id].sale_status = false;

sales[sale_number].finished = true;

function check_to_buy(uint sale_number) public payable {
require(msg.sender != sales[sale_number].owner);
require(msg.value >= sales[sale_number].price);
require(sales[sale_number].finished == false);
uint status = 0;
for (uint i=0; 1 < sales[sale_number].customers.length; i++) {
if (sales[sale_number].customers[i] == msg.sender) {
status = 1;

break;

}
require(status == 0);
sales[sale_number].customers.push(msg.sender);

sales[sale_number].prices.push(msg.value);

function cancel_to_buy(uint sale_number) public payable {
require(sales[sale_number].finished == false);
for (uint 1=0; 1<sales[sale_number].customers.length; 1++){
if (sales[sale_number].customers[i] == msg.sender){
msg.sender.transfer(sales[sale_number].prices|i]);

delete sales[sale_number].prices[i];

30



function confirm_sale(uint sale_number, uint sale_to) public payable {

require(msg.sender == sales[sale_number].owner);
require(sales[sale_number].prices[sale_to] != 0);
require(sales[sale_number].finished == false);
estates[sales[sale_number].estate_id].owner = sales[sale_number].customers[sale_to];
msg.sender.transfer(sales[sale_number].prices[sale_to]);
for (uint i=0; i<sales[sale_number].customers.length; i++){

if (i !=sale_to) {

sales[sale_number].customers[i].transfer(sales[sale_number].prices[i]);
}
else {

sales[sale_number].prices[sale_to] = 0;

}

estates[sales[sale_number].estate_id].sale_status = false;

sales[sale_number].finished = true;

function create_rent(uint estate_id, uint time, uint money) public is_owner(estate_id)
status_OK(estate_id){
rents.push(Rent(estate_id, msg.sender, default_address, time, money, 0, false));

estates[estate_id].rent_status=true;

function to_rent(uint rent_id) public payable{
require(rents[rent_id].finished == false);
require(rents[rent_id].renter_address == default_address);

require(rents[rent_id].owner_address != msg.sender);

|
[ I
[ I
require(rents[rent_id].money == msg.value);
rents[rent_id].renter_address = msg.sender;
estates[rents[rent_id].estate_id].renter_address = msg.sender;
rents[rent_id].deadline = now + rents[rent_id].time*86400;
|

rents[rent_id].owner_address.transfer(rents[rent_id].money);
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function cancel_rent(uint rent_id) public {
require(rents[rent_id].finished == false);
require(rents[rent_id].owner_address == msg.sender);
require(rents[rent_id].renter_address == default_address);
estates[rents[rent_id].estate_id].rent_status=false;

rents[rent_id].finished = true;

function finish_rent(uint rent_id) public is_owner(rents[rent_id].estate_id) {
require(rents[rent_id].finished == false);
require(rents[rent_id].deadline < now);
estates[rents[rent_id].estate_id].renter_address = default_address;
estates[rents[rent_id].estate_id].rent_status=false;

rents[rent_id].finished = true;

[Tocsie HamMcaHWs, KOHTPAKT HEOOX0JUMO CKOMITUTUPOBATh. [1jis 3TOro
BOCITI0/Ib3yeMCsl KoMOuasiTopoM solc. B utore co3pactest gupekropus build, B
KOTOpYyto BHecyTcs aBa (paitia WorldSkills.abi u WorldSkills.bin (umeHoBaHMe

TPOUCXOJUT OT UMEHU KOHTPAKTa, a He (paiina).

$ solc --overwrite --abi --bin contract.sol -o build

VYake mociie yCrenHon KOMIUISAIUY, He0OX0IUMO Ha OCHOBE JIBYX CO3/IaHHBIX
daiisioB creHepupoBaTh OMOIMOTEKY s3bIKa (GO, KOTOpasi OyneT paboTaTh C

CO3AaHHBIM KOHTPAKTOM.

$ mkdir -p contracts
$ ./abigen --bin=./build/WorldSkills.bin --abi=./build/WorldSkills.abi --pkg=contract --

out=./contracts/Contract.go

32



3arpy3ka KoHTpakTa. @aiin deploy.go.

package main

import (

" "

0s
"io/ioutil"
"context"
"crypto/ecdsa”
"fmt"
"log"
"math/big"
"strings"
"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/ethclient"
"github.com/ethereum/go-ethereum/common"

contract "./contracts"

type UserType struct {

var (

Purse string

AddressHex string
AddressEth common.Address
PublicKey *ecdsa.PublicKey

PrivateKey *ecdsa.PrivateKey

ClientETH = connectToETH("http://127.0.0.1:5555")
User “UserType

func init() {

if len(os.Args) < 2 {
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panic("failed: len(os.Args) < 2")

}
var (
userLoadStr = ""
userLoadExist = false
)

fori:=1;1 < len(os.Args); i++ {
arg := os.Args[i]
switch {
case strings.HasPrefix(arg, "-loaduser:"):
userLoadStr = strings.Replace(arg, "-loaduser:", "", 1)

userLoadExist = true

}

if 'userLoadExist {

panic("failed: luserLoadExist")
}
if ClientETH == nil {

panic("failed: connect to ETH")
}
User = userlLoad(userLoadStr)
if User == nil {

panic("failed: load user")

// Deploy contract and save address in file.
func main() {
auth := resetAuth(User)

address, tx, instance, err := contract.DeployContract(auth, ClientETH)

if err !=nil {

panic(err)

fmt.PrintIn(address.Hex())



fmt.PrintIn(tx.Hash().Hex())

_ = instance

contractFile := "contract.address"

writeFile(contractFile, address.Hex())

func writeFile(filename string, data string) error {

return ioutil. WriteFile(filename, []byte(data), 0644)

func userLoad(purse string) *UserType {
priv, err := crypto.Hex ToECDSA (purse)
if err !=nil {
return nil
}
pub, ok := priv.Public().(*ecdsa.PublicKey)
if lok {
return nil
}
addressHex := crypto.PubkeyToAddress(*pub).Hex()
addressEth := common.HexToAddress(addressHex)
return &UserTypef
Purse:  purse,
AddressHex: addressHex,
AddressEth: addressEth,
PublicKey: pub,

PrivateKey: priv,

func connectToETH(address string) *ethclient.Client {
client, err := ethclient.Dial(address)
if err !=nil {

return nil
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return client

func resetAuth(user *UserType) *bind.TransactOpts {
nonce, err := ClientETH.PendingNonceAt(context.Background(), User.AddressEth)
if err !=nil {

return nil

gasPrice, err := ClientETH.SuggestGasPrice(context.Background())
if err !=nil {

return nil

auth := bind.NewKeyedTransactor(user.PrivateKey)
auth.Nonce = big.NewInt(int64(nonce))
auth.Value = big.NewInt(0)

auth.GasPrice = gasPrice

return auth

func filelsExist(name string) bool {
if _, err := os.Stat(name); os.IsNotExist(err) {
return false

}

return true

Komnunsauus 3arpy3Ku KOHTPAKTA.

$ go build -o deploy deploy.go
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[Ipenamonaraercs, uto moctymn k mardhopme «Ethereumy» nexut yepes aapec
http://127.0.0.1:5555. I1pu Be30Be (aitna deploy HEOOXOAMMBIM SBIIIETCS yKa3aHUE

co3aaTelst KOHTpakTa (MpuBaTHBIN Kiatoy). [Ipumep:

$ ./deploy -loaduser:1a6fd9191c5dc456a7027dedbef197d7b57d8281b886ceceebblcf7eb97cebfO

[Tocrne ycrenrHoro UCoMHEHUS TaHHOTO (aiina, B 6J0K4deliHe TaThopMBbl
«Ethereum» mosiBUTCSI 010K ¢ KOHTpAaKTOM. Takum 00pa3oM, MOSIBIISETCS
BO3MOKHOCTH TIOJIb30BaThCs YHKIIUSIMH KOHTPAKTA.

Psanom c daiinom deploy nosiButcst Takke (aiin contract.address, B KoTopom

6YI[6T HaxoanuTcCsa agpcC CO3JaHHOT'O KOHTPAKTA.

2.6. KoHcomnbHbIN nHTEpDEiic

Konconbnbii kiueHT «Ethereumy OyneT nmpencTaBisaTh OTACIbHOE

IMPUIOKCHUC U IIOTOMY 6y,ueT MMEHOBATHCA KaK «mainy.

package main

(2.1) ®Oynkuwms init.

func init() {
if len(os.Args) < 2 {
panic("failed: len(os.Args) < 2")
}
var (
userLoadStr = ""
userLoadExist = false
)

fori:=1;1 < len(os.Args); i++ {

arg := os.Args[i]
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switch {
case strings.HasPrefix(arg, "-loaduser:"):
userLoadStr = strings.Replace(arg, "-loaduser:", "", 1)

userLoadExist = true

}

if 'luserLoadExist {

panic("failed: 'userLoadExist")
}
if ClientETH == nil {

panic("failed: connect to ETH")
}
if Instance == nil {

panic("failed: instance is nil")
}
User = loadUser(userLoadStr)
if User == nil {

panic("failed: load user")

UuTaeT ¢ apryMeHTOB ITPOrpaMMbl PUBATHBIN KITFOU TTOJIb30BATEIS.
Ucnonb3yrores rinobdanbusie nepemennbie ClientETH (2.2), Instance (2.3), User (2.4)

u ¢pynkuus loadUser (2.5).

(2.2) I'mo6anpHas nepemennast ClientETH.
(2.3) I'noGanbHas nepemennas Instance.

(2.4) I'nobanbHas nepemennas User.

var (
User *UserType
ClientETH = connectToETH("http://127.0.0.1:5555")
Instance = newContract(
common.HexToAddress(readFile("contract.address")),

ClientETH,
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Hcnonwsyetcs tun ganabix UserType (2.6), gpyukuuu connectToETH (2.7),
newContract (2.8) u readFile [1].

(2.5) ©ynkuus loadUser.

func loadUser(purse string) *UserType {
priv, err := crypto.Hex ToECDSA (purse)
if err !=nil {
return nil
}
pub, ok := priv.Public().(*ecdsa.PublicKey)
if lok {
return nil
}
addressHex := crypto.PubkeyToAddress(*pub).Hex()
addressEth := common.HexToAddress(addressHex)
return &UserTypef
Purse:  purse,
AddressHex: addressHex,
AddressEth: addressEth,
PublicKey: pub,

PrivateKey: priv,

(2.6) Crpykrypa UserType.

type UserType struct {
Purse string

AddressHex string
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AddressEth common.Address
PublicKey *ecdsa.PublicKey

PrivateKey *ecdsa.PrivateKey

(2.7) @ynkuus connectToETH.

func connectToETH(address string) *ethclient.Client {
client, err := ethclient.Dial(address)
if err !=nil {
return nil

}

return client

[Toakmrouaetcst k cetn «Ethereum» uepes ykazaHHBIN aapec.

(2.8) @ynkuust newContract.

func newContract(contractAddr common.Address, clientEth *ethclient.Client)

*contract.Contract {

instance, err := contract. NewContract(contractAddr, clientEth)
if err !=nil {
return nil

}

return instance

HOI[KJ'IIO‘-I&GTC?I K KOHTPAKTY, UCIIOJIb3YyA €ro aApcC U COCIUHCHUC C CCThIO.

(2.9) ®ynkuMs main.

func main() {
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var (
message string

splited []string

for {
message = inputString("> ")
splited = strings.Split(message, " ")
switch splited[0] {
case "/exit":
0s.Exit(0)
case "/user":
if len(splited) < 2 {
fmt.PrintIn("failed: len(user) < 2\n")
continue
}
switch splited[1] {
case "address":
userAddress()
case "purse":
userPurse()
case "balance":
userBalance()
default:
fmt.PrintIn("command undefined\n")
}
case "/chain":
if len(splited) < 3 {
fmt.PrintIn("failed: Ien(chain) < 3\n")
continue
}
switch splited[1] {
case "get":
chainGet(splited[2], splited[2:])
case "create":
switch splited[2] {

case "estate":
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chainCreateEstate(splited[2:])
case "present":
chainCreatePresent(splited[2:])
case "sale":
chainCreateSale(splited[2:])
case "rent":
chainCreateRent(splited[2:])
default:
fmt.PrintIln("command undefined\n")
}
case "cancel":
chainCancel(splited[2], splited[2:])
case "confirm":
switch splited[2] {
case "present":
chainConfirmPresent(splited[2:])
case "sale":
chainConfirmSale(splited[2:])
case "rent":
chainConfirmRent(splited[2:])
default:
fmt.Println("command undefined\n")
}
case "try-buy":
chainTryBuy(splited[1:])
case "cancel-buy":
chainCancelBuy(splited[1:])
case "finish-rent":
finishRent(splited[1:])
default:
fmt.PrintIn("command undefined\n")
}
default:

fmt.PrintIn("command undefined\n")
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Touka Bxoja B mporpammy. Mcnonb3yeT Gpynkiuu inputString [1],
userAddress (2.10), userPurse (2.11), userBalance (2.12), chainGet (2.13),
chainCreateEstate (2.14), chainCreatePresent (2.15), chainCreateSale (2.16),
chainCreateRent (2.17), chainCancel (2.18), chainConfirmPresent (2.19),
chainConfirmSale (2.20), chainConfirmRent (2.21), chainTryBuy (2.22),
chainCancelBuy (2.23), finishRent (2.24).

(2.10) ®dynkius userAddress.

func userAddress() {
fmt.Printin("Address:", User.AddressHex, "\n")

(2.11) ®dynkusa userPurse.

func userPurse() {

fmt.Println("Purse:", User.Purse, "\n")

(2.12) ®dynkmus userBalance.

func userBalance() {
balance, err := ClientETH.Balance At(context.Background(), User.AddressEth, nil)
if err !=nil {
fmt.Println(err, "\n")
return

}

fmt.Println("Balance:", balance, "\n")
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(2.13) ®dynkmusa chainGet.

func chainGet(category string, splited []string) {
if len(splited) '=2 {

var (

)

fmt.Println("failed: len(splited) !=2\n")

return

inc = big.NewInt(1)
err error
num *big.Int

jsonData []byte

switch category {

User.AddressEth})

User.AddressEth})

User.AddressEth})

User.AddressEth})

}

case "estates'":

num, err = Instance.GetEstatesNumber(&bind.CallOpts{From:

case "presents":

num, err = Instance.GetPresentsNumber(&bind.CallOpts { From:

case "sales":

num, err = Instance.GetSalesNumber(&bind.CallOpts { From:

case "rents":

num, err = Instance.GetRentsNumber(&bind.CallOpts{ From:

default:
fmt.PrintIn("undefined category\n")

return

if err !=nil {

fmt.Println(err, "\n")

return
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}
for index := big.NewInt(0); index.Cmp(num) == -1; index.Add(index, inc) {
switch category {
case "estates":
data := getEstates(index)
if data == nil {
fmt.Println("data is nil\n")
return
}
if splited[1] == "my" && User.AddressHex =
data.Owner.Hex() {
continue
}
if splited[1] !="all" && splited[1] != "my" &&
strings. ToLower(splited[1]) !=
strings. TolLower(data.Owner.Hex()) {
continue
}
jsonData, err = json.Marshallndent(data, "", "\t")
case "presents":
data := getPresents(index)
if data ==nil {
fmt.PrintIn("data is nil\n")
return
}
if data.Finished {
continue
}
if splited[1] == "my" &&
(User.AddressHex != data.AddressFrom.Hex() &&
User.AddressHex != data.AddressTo.Hex()){
continue
}
if splited[1] !="all" && splited[1] != "my" &&
(strings. ToLower(splited[1]) !=
strings. TolLower(data. AddressFrom.Hex()) &&
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strings. ToLower(splited[1]) !=
strings. ToLower(data.AddressTo.Hex())) {
continue
}
jsonData, err = json.Marshallndent(data, "", "\t")
case "sales":
data := getSales(index)
if data ==nil {
fmt.Printin("data is nil\n")
return
}
if data.Finished {
continue
}
if splited[1] == "my" && User.AddressHex =
data.Owner.Hex() {
continue
}
if splited[1] !="all" && splited[1] != "my" &&
strings. ToLLower(splited[1]) !=
strings. TolLLower(data.Owner.Hex()) {
continue
}
jsonData, err = json.Marshallndent(data, "", "\t")
case "rents":
data := getRents(index)
if data ==nil {
fmt.Println("data is nil\n")
return
}
if data.Finished {
continue
}
if splited[1] == "my" &&
(User.AddressHex != data.Owner.Hex() &&
User.AddressHex != data.Renter.Hex()){
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continue
}
if splited[1] !="all" && splited[1] != "my" &&
(strings. ToLower(splited[1]) !=
strings. ToLLower(data.Owner.Hex()) &&
strings. ToLower(splited[1]) !=
strings. ToLower(data.Renter.Hex())) {
continue
}
jsonData, err = json.Marshallndent(data, "", "\t")
default:
fmt.PrintIn("undefined category\n")
return
}
if err !=mnil {

fmt.Println(err, "\n")

return
}
fmt.PrintIn(string(jsonData))
}
fmt.Println()

Ucnons3yrores pynkuum getEstates (2.25), getPresents (2.26), getSales (2.27),
getRents (2.38).

(2.14) ®ynkuus chainCreateEstate.

func chainCreateEstate(splited []string) {
if len(splited) '=5 {
fmt.Println("failed: len(splited) != 5\n")
return
}
var (

squere = new(big.Int)
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usefulSquere = new(big.Int)

ok bool
)
squere, ok = squere.SetString(splited[3], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
usefulSquere, ok = usefulSquere.SetString(splited[4], 10)
if lok {
fmt.Println("failed: conv(str2) to num\n")
return
}

var address common.Address
if splited[1] == "my" {
address = User.AddressEth

} else {
address = common.HexToAddress(splited[1])
}
tx, err := Instance.CreateEstate(
resetAuth(User),
address,
splited[2],
squere,
usefulSquere,
)

if err !=nil {
fmt.Printin(err, "\n")
return

}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

Ucnonb3yercs pynkuus resetAuth (2.29).

(2.15) ®dynkmus chainCreatePresent.



func chainCreatePresent(splited []string) {
if len(splited) '=3 {
fmt.Printin("failed: len(splited) != 3\n")

return
}
var (
estateld = new(big.Int)
ok bool
)
estateld, ok = estateld.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
tx, err := Instance.CreatePresent(
resetAuth(User),
estateld,
common.HexToAddress(splited[2]),
)

if err !=nil {
fmt.Println(err, "\n")
return

}
fmt.Printin("Tx:", tx.Hash().Hex(), "\n")

(2.16) ®dynkius chainCreateSale.

func chainCreateSale(splited []string) {
if len(splited) '=3 {
fmt.Printin("failed: len(splited) != 3\n")

return
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var (
estateld = new(big.Int)
price = new(big.Int)
ok bool
)
estateld, ok = estateld.SetString(splited[ 1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
price, ok = price.SetString(splited[2], 10)
if lok {
fmt.Println("failed: conv(str2) to num\n")
return
}
tx, err := Instance.CreateSale(
resetAuth(User),
estateld,
price,
)
iferr !=nil {
fmt.Printin(err, "\n")
return

}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.17) ®ynkmus chainCreateRent.

func chainCreateRent(splited []string) {
if len(splited) '=4 {
fmt.Println("failed: len(splited) !=4\n")

return



var (
estateld = new(big.Int)
hours = new(big.Int)
price = new(big.Int)
ok bool
)
estateld, ok = estateld.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
hours, ok = hours.SetString(splited[2], 10)
if lok {

fmt.Println("failed: conv(str2) to num\n")

return
}
price, ok = price.SetString(splited[3], 10)
if lok {
fmt.Println("failed: conv(str3) to num\n")
return
}
tx, err := Instance.CreateRent(
resetAuth(User),
estateld,
hours,
price,
)

if err !=nil {
fmt.Println(err, "\n")
return

}
fmt.PrintIn("Tx:", tx.Hash().Hex(), "\n")

(2.18) dynuknusa chainCancel.
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func chainCancel(category string, splited []string) {
if len(splited) '=2 {
fmt.Printin("failed: len(splited) != 2\n")

return
}
var (
tx *“types.Transaction
err error
num = new(big.Int)
ok bool
)
num, ok = num.SetString(splited[1], 10)
if 'ok {
fmt.Println("failed: conv(strl) to num\n")
return
}

switch category {
case "present":
tx, err = Instance.CancelPresent(
resetAuth(User),
num,
)
case "sale":
tx, err = Instance.CancelSale(
resetAuth(User),
num,
)
case "rent":
tx, err = Instance.CancelRent(
resetAuth(User),

num,

}
if err !=nil {

fmt.Println(err, "\n")
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return

}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.19) ®dynkius chainConfirmPresent.

func chainConfirmPresent(splited []string) {
if len(splited) '=2 {
fmt.Println("failed: len(splited) != 2\n")

return
}
var (
presentNumber = new(big.Int)
ok bool
)
presentNumber, ok = presentNumber.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
tx, err := Instance.ConfirmPresent(
resetAuth(User),
presentNumber,
)

if err !=nil {
fmt.Println(err, "\n")
return

}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.20) ®dynkiusa chainConfirmSale.

53



func chainConfirmSale(splited []string) {
if len(splited) '=3 {
fmt.Printin("failed: len(splited) != 3\n")

return
}
var (
saleNumber = new(big.Int)
saleTo = new(big.Int)
ok bool
)
saleNumber, ok = saleNumber.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
saleTo, ok = saleTo.SetString(splited[2], 10)
if lok {
fmt.Println("failed: conv(str2) to num\n")
return
}
tx, err := Instance.ConfirmSale(
resetAuth(User),
saleNumber,
saleTo,
)
if err !=nil {
fmt.Printin(err, "\n")
return
}

fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.21) ®ynknusa chainConfirmRent.
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func chainConfirmRent(splited []string) {
if len(splited) !=2 {
fmt.Println("failed: len(splited) !=2\n")

return
}
var (
rentNumber = new(big.Int)
ok bool
)
rentNumber, ok = rentNumber.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}

rent := getRents(rentNumber)
if rent == nil {
fmt.Printin("failed: get rent\n")
return
}
auth := resetAuth(User)
if auth == nil {
fmt.PrintIn("failed: auth is nil\n")
return
}
auth.Value = rent.Money
tx, err := Instance.ToRent(
auth,
rentNumber,
)
if err !=nil {
fmt.Printin(err, "\n")
return

}
fmt.Printin("Tx:", tx.Hash().Hex(), "\n")
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(2.22) ®ynkmusa chainTryBuy.

func chainTryBuy(splited []string) {
if len(splited) !=3 {
fmt.Printin("failed: len(splited) != 3\n")

return
}
var (
saleNumber = new(big.Int)
value = new(big.Int)
ok bool
)
saleNumber, ok = saleNumber.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
value, ok = value.SetString(splited[2], 10)
if lok {
fmt.PrintIn("failed: conv(str2) to num\n")
return
}

auth := resetAuth(User)

if auth == nil {
fmt.PrintIn("failed: auth is nil\n")
return

}

auth.Value = value

tx, err := Instance.CheckToBuy(
auth,
saleNumber,

)

if err !'=nil {
fmt.Printin(err, "\n")

return
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}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.23) ®dynkmusa chainCancelBuy.

func chainCancelBuy(splited []string) {
if len(splited) !=2 {
fmt.Println("failed: len(splited) !=2\n")

return
}
var (
saleNumber = new(big.Int)
ok bool
)
saleNumber, ok = saleNumber.SetString(splited[1], 10)
if lok {
fmt.Println("failed: conv(strl) to num\n")
return
}
tx, err := Instance.Cancel ToBuy(
resetAuth(User),
saleNumber,
)

if err !=nil {
fmt.Println(err, "\n")
return

}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.24) ®Oynkmusa finishRent.
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func finishRent(splited []string) {
if len(splited) !=2 {
fmt.Println("failed: len(splited) !=2\n")

return
}
var (
rentNumber = new(big.Int)
ok bool
)
rentNumber, ok = rentNumber.SetString(splited[1], 10)
if ok {
fmt.Println("failed: conv(strl) to num\n")
return
}
tx, err := Instance.FinishRent(
resetAuth(User),
rentNumber,
)

if err !=nil {
fmt.Printin(err, "\n")
return

}
fmt.Println("Tx:", tx.Hash().Hex(), "\n")

(2.25) ®dynxkuus getEstates.

func getEstates(index *big.Int) *Estate {
/I (*big.Int, common.Address, string, *big.Int, *big.Int, common.Address, error)
id, owner, info, squere, usefulsquere, renteraddress, err :=
Instance.GetEstates(&bind.CallOpts{ From: User.AddressEth}, index)
if err !=nil {

return nil
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presentS, saleS, rentS, err := Instance.GetEstatesStatuses(&bind.CallOpts{ From:
User.AddressEth}, index)

if err !=nil {
return nil

}

return &Estate{
Id: id,
Owner: owner,
Info: info,
Squere: squere,
UsefulSquere: usefulsquere,
RenterAddress: renteraddress,
PresentStatus: presentS,
SaleStatus: saleS,
RentStatus: rentS,

(2.26) Oynkiusa getPresents.

func getPresents(index *big.Int) *Present {
/I (*big.Int, common.Address, common.Address, bool, error)
1d, from, to, finished, err := Instance.GetPresents(&bind.CallOpts { From:
User.AddressEth}, index)
if err !=nil {
return nil
}
return &Present{
Id: index,
Estateld: id,
AddressFrom: from,
AddressTo: to,
Finished: finished,
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(2.27) ®ynkuus getSales.

func getSales(index *big.Int) *Sale {
/I (*big.Int, common.Address, *big.Int, [[common.Address, []*big.Int, bool, error)
id, owner, price, customers, prices, finished, err :=
Instance.GetSales(&bind.CallOpts{ From: User.AddressEth}, index)
if err !=nil {
return nil
}
return &Sale{
Id: index,
Estateld: id,
Owner: owner,
Price: price,
Customers: customers,
Prices: prices,

Finished: finished,

(2.28) ®ynkuus getRents.

func getRents(index *big.Int) *Rent {
/l (*big.Int, common.Address, common.Address, *big.Int, *big.Int, *big.Int, bool,
error)
id, owner, renter, time, money, deadline, finished, err :=
Instance.GetRents(&bind.CallOpts{From: User.AddressEth}, index)
if err !=nil {
return nil

}

return &Rent{
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1d: index,

Estateld: id,

Owner: owner,
Renter: renter,
Time: time,

Money: money,
DeadLine: deadline,
Finished: finished,

(2.29) Oynkus resetAuth.

func resetAuth(user *UserType) *bind.TransactOpts {
nonce, err := ClientETH.PendingNonceAt(context.Background(),
crypto.PubkeyToAddress(*user.PublicKey))
if err !=nil {

return nil

gasPrice, err := ClientETH.SuggestGasPrice(context.Background())
if err !=nil {

return nil

auth := bind.NewKeyedTransactor(user.PrivateKey)
auth.Nonce = big.NewInt(int64(nonce))
auth.Value = big.NewInt(0)

auth.GasLimit = uint64(3000000)

auth.GasPrice = gasPrice

return auth
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Hcnonb3yembie TAKETHI.

import (
"os"
"fmt"
"bufio"
"context"
"strings"
"math/big"
"encoding/json"
"io/ioutil"
"crypto/ecdsa”
contract "./contracts”
"github.com/ethereum/go-ethereum/core/types"
"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/ethclient"
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2.7. I'paduueckuit unrepdeiic «Ethereum»

I'padmueckuii knueHt «Ethereumy Oynet npencTaBiasTh OTACIBHOE

IMPUITOKCHUC U IIOTOMY 6y,neT MMEHOBAThCA KaK «mainy.

package main

(3.1) dynkuus init.

func init() {
if ClientETH == nil {
panic("failed: connect to ETH")
}
if Instance == nil {

panic("failed: instance is nil")

Hcnons3yrores rinobdanbhbie nepemennbie ClientETH (2.2), Instance (2.3).

(3.2) Oynkuus main.

func main() {

fmt.PrintIn("Server is running ...")

http.Handle("/static/", http.StripPrefix(
"/static/",

handleFileServer(http.Dir(STTC_PATH))),

http.HandleFunc("/", indexPage)
http.HandleFunc("/login", loginPage)
http.HandleFunc("/logout”, logoutPage)
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http.HandleFunc("/account", accountPage)

http.HandleFunc("/blockchain", blockchainPage)
http.HandleFunc("/blockchain/estates”, blockchainEstatesPage)
http.HandleFunc("/blockchain/presents”, blockchainPresentsPage)
http.HandleFunc("/blockchain/sales", blockchainSalesPage)
http.HandleFunc("/blockchain/rents", blockchainRentsPage)

http.HandleFunc("/blockchain/estates/", blockchainEstatesXPage)
http.HandleFunc("/blockchain/presents/", blockchainPresents XPage)
http.HandleFunc("/blockchain/sales/", blockchainSalesXPage)
http.HandleFunc("/blockchain/rents/", blockchainRentsXPage)

http.HandleFunc("/blockchain/presents/do/", blockchainPresentsDoPage)
http.HandleFunc("/blockchain/sales/do/", blockchainSalesDoPage)

http.HandleFunc("/blockchain/rents/do/", blockchainRentsDoPage)

http.ListenAndServe(":7545", nil)

Touka Bxoaa B nporpammy. Ucnons3yercs konctanta STTC PATH (3.3) u

¢ynkmuu handleFileServer (1.5), indexPage (3.4), loginPage (3.5), logoutPage (3.6),
accountPage (3.7), blockchainPage (3.8), blockchainEstatesPage (3.9),
blockchainPresentsPage (3.10), blockchainSalesPage (3.11), blockchainRentsPage
(3.12), blockchainEstatesXPage (3.13), blockchainPresentsXPage (3.14),
blockchainSalesXPage (3.15), blockchainRentsXPage (3.16),
blockchainPresentsDoPage (3.17), blockchainSalesDoPage (3.18),
blockchainRentsDoPage (3.19).

(3.3) Koncranta STTC_PATH.

const (

STTC_PATH = "static/"
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(3.4) @ynkuus indexPage.

func indexPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"index.html",
)
if err !=nil {
panic("can't load hmtl files")
}
var data struct{
User *UserType
}
data.User = User

t.Execute(w, data)

Ucnonb3yercs rnobansHas nepemennas TMPL PATH (3.20) u ctpykrypa
UserType (2.6). bazupyetcs Ha (aitnax base.html (3.21) u index.html (3.22).

(3.5) ®ynkuus loginPage.

func loginPage(w http.ResponseWriter, r *http.Request) {

t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"login.html",

)

iferr !=nil {
panic("can't load hmtl files")

}

var data struct{

User *UserType
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Error string
}
if r-Method == "POST" {
r.ParseForm()
User = loadUser(r.FormValue("private"))
if User == nil {
data.Error = "Load Private Key Error"
} else {
http.Redirect(w, r, "/", 302)

return

}

data.User = User

t.Execute(w, data)

Ucnons3yercs pynkuusa loadUser (2.5). bazupyerca Ha ¢aiinax base.html u

login.html (3.23).

(3.6) @ynkuus logoutPage.

func logoutPage(w http.ResponseWriter, r *http.Request) {
User = nil

http.Redirect(w, r, "/", 302)

(3.7) dynkuus accoutPage.

func accountPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"account.html",
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if err !=nil {
panic("can't load hmtl files")
}
var data struct{
User *UserType
Address string
Balance string
}
data.User = User
if data.User !=nil {
data.Address = User.AddressHex
balance, err := ClientETH.Balance At(context.Background(),
User.AddressEth, nil)
if err == nil {
data.Balance = balance.String()
}
} else {
http.Redirect(w, r, "/", 302)
return

}

t.Execute(w, data)

basupyercs Ha (aitnax base.html u account.html (3.24).

(3.8) @ynkuus blockchainPage.

func blockchainPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"blockchain.html",
)
if err = nil {

panic("can't load hmtl files")
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if User == nil {
http.Redirect(w, r, "/login", 302)
return
}
var data struct{
User *UserType
IsAdmin bool
Error string
}
data.User = User
iamAdmin, err := Instance.lamAdmin(&bind.CallOpts{From: User.AddressEth})
if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return
}
if iamAdmin {
data.IsAdmin = true
}
if r-Method == "POST" {
r.ParseForm()
var (
squere = new(big.Int)

usefulSquere = new(big.Int)

ok bool
)
squere, ok = squere.SetString(r.FormValue("squere"), 10)
if lok {
data.Error = "strconv error 1"
t.Execute(w, data)
return
}
usefulSquere, ok = usefulSquere.SetString(r.FormValue("usefulsquere"), 10)
if ok {

data.Error = "strconv error 2"

t.Execute(w, data)
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return

}

_, err := Instance.CreateEstate(
resetAuth(User),
User.AddressEth,
r.FormValue("info"),
squere,
usefulSquere,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success created"

}

t.Execute(w, data)

basupyercs Ha (aiinax base.html u blockchain.html (3.25).

(3.9) @ynkuus blockchainEstatesPage.

func blockchainEstatesPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"estates.html",

)
if err !=nil {

panic("can't load hmtl files")
}

if User == nil {
http.Redirect(w, r, "/login", 302)

return
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var data struct{
Error string
Blocks [Juint64
Address string
User *UserType
}
data.User = User
data.Address = User.AddressHex
if r-Method == "POST" {
data.Address = r.FormValue("address")
}
var inc = big.NewInt(1)
num, err := Instance.GetEstatesNumber(&bind.CallOpts{From: User.AddressEth})
if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return
}
for index := big.NewInt(0); index.Cmp(num) == -1; index.Add(index, inc) {
block := getEstates(index)
if block == nil {
data.Error = "data is nil"
t.Execute(w, data)
return
}
if data.Address != "all" && strings. Tol.ower(data. Address) =
strings. ToLLower(block.Owner.Hex()) {
continue

}
data.Blocks = append(data.Blocks, index.Uint64())

}

t.Execute(w, data)

basupyercs Ha (aitnax base.html u estates.html (3.26).



(3.10) ®ynkmus blockchainPresentsPage.

func blockchainPresentsPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"presents.html",
)
iferr !=nil {
panic("can't load hmtl files")
}
if User == nil {
http.Redirect(w, r, "/login", 302)
return
}
var data struct{
Error string
Blocks [Juint64
Address string
User *UserType
}
data.User = User
data.Address = User.AddressHex
if r-Method == "POST" {
data.Address = r.FormValue("address")
}
var inc = big.NewInt(1)
num, err := Instance.GetPresentsNumber(&bind.CallOpts { From: User.AddressEth})
if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return
}
for index := big.NewInt(0); index.Cmp(num) == -1; index.Add(index, inc) {
block := getPresents(index)
if block == nil {

data.Error = "data is nil"
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t.Execute(w, data)
return
}
if block.Finished {
continue
}
if data.Address |="all" &&
strings. TolLLower(data.Address) !=
strings. ToLower(block.AddressFrom.Hex()) &&
strings. TolLLower(data.Address) !=
strings. ToLLower(block.AddressTo.Hex()) {
continue

}
data.Blocks = append(data.Blocks, index.Uint64())

}

t.Execute(w, data)

basupyercs Ha (daitnax base.html u presents.html (3.27).

(3.11) dynkmusa blockchainSalesPage.

func blockchainSalesPage(w http.ResponseWriter, r *http.Request) {

t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"sales.html",

)

if err !=nil {
panic("can't load hmtl files")

}

if User == nil {
http.Redirect(w, r, "/login", 302)
return

}

var data struct{
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Error string
Blocks [Juint64
Address string
User *UserType
}
data.User = User
data.Address = User.AddressHex
if r-Method == "POST" {
data.Address = r.FormValue("address")
}
var inc = big.NewInt(1)
num, err := Instance.GetSalesNumber(&bind.CallOpts{From: User.AddressEth})
if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return
}
for index := big.NewInt(0); index.Cmp(num) == -1; index.Add(index, inc) {
block := getSales(index)
if block == nil {
data.Error = "data is nil"
t.Execute(w, data)
return
}
if block.Finished {
continue
}
if data.Address = "all" &&
strings. TolLower(data.Address) !=
strings. ToLLower(block.Owner.Hex()) {
continue

}
data.Blocks = append(data.Blocks, index.Uint64())

}

t.Execute(w, data)



bazupyercs Ha daitnax base.html u sales.html (3.28).

(3.12) dynkiusa blockchainRentsPage.

func blockchainRentsPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"rents.html",
)
if err !'=nil {
panic("can't load hmtl files")
}
if User == nil {
http.Redirect(w, r, "/login", 302)
return
}
var data struct{
Error string
Blocks [Juint64
Address string
User *UserType
}
data.User = User
data.Address = User.AddressHex
if r-Method == "POST" {
data.Address = r.FormValue("address")
}
var inc = big.NewInt(1)
num, err := Instance.GetRentsNumber(&bind.CallOpts{From: User.AddressEth})
if err !=nil {
data.Error = err.Error()
t.Execute(w, data)

return
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for index := big.NewInt(0); index.Cmp(num) == -1; index.Add(index, inc) {
block := getRents(index)
if block == nil {
data.Error = "data is nil"
t.Execute(w, data)
return
}
if block.Finished {
continue
}
if data.Address |="all" &&
strings. TolLower(data.Address) !=
strings. ToLLower(block.Owner.Hex()) &&
strings. TolLLower(data.Address) !=
strings. ToLLower(block.Renter.Hex()) {
continue

}
data.Blocks = append(data.Blocks, index.Uint64())

t.Execute(w, data)

bazupyercs Ha (aiinax base.html u rents.html (3.29).

(3.13) dynkmus blockchainEstatesXPage.

func blockchainEstatesXPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"estatesX.html",
)
if err !=nil {

panic("can't load hmtl files")



if User == nil {
http.Redirect(w, r, "/login", 302)
return
}
var data struct{
User *UserType
Block *EstateStr

Error string

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/estates/", "", 1)
index, ok = index.SetString(num, 10)
if lok {
data.Error = "strconv error"
t.Execute(w, data)
return
}
estate := getEstates(index)
if estate == nil {
data.Error = "estate is nil"
t.Execute(w, data)
return
}
data.Block = estatesToString(estate)

t.Execute(w, data)

bazupyercs Ha (aiinax base.html u estatesX.html (3.30).

(3.14) ®ynkuus blockchainPresentsXPage.
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func blockchainPresentsXPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"presentsX.html",
)
if err !=nil {
panic("can't load hmtl files")
}
if User == nil {
http.Redirect(w, r, "/login", 302)
return
}
var data struct{
User *UserType
Block *PresentStr

Error string

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/presents/", "", 1)
index, ok = index.SetString(num, 10)
if lok {
data.Error = "strconv error"
t.Execute(w, data)
return
}
present := getPresents(index)
if present == nil {
data.Error = "present is nil"
t.Execute(w, data)
return

}

data.Block = presentsToString(present)
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if r-Method == "POST" {
r.ParseForm()
if r.FormValue("cancel") !="" {

_, err := Instance.CancelPresent(
resetAuth(User),
index,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success cancel"
}
if r.FormValue("confirm") !="" {

_, err := Instance.ConfirmPresent(
resetAuth(User),
index,

)

iferr !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success confirm"

}

t.Execute(w, data)

basupyercs Ha (aitnax base.html u presentsX.html (3.31).

(3.15) ®dynkmus blockchainSalesXPage.

func blockchainSalesXPage(w http.ResponseWriter, r *http.Request) {



t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"salesX.html",

)

if err !=nil {
panic("can't load hmtl files")

}

if User == nil {

http.Redirect(w, r, "/login", 302)

return

}

var data struct{
User *UserType
Block *SaleStr

Error string

InCustomers bool

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/sales/", "", 1)
index, ok = index.SetString(num, 10)
if lok {
data.Error = "strconv error"
t.Execute(w, data)
return
}
sale := getSales(index)
if sale == nil {
data.Error = "sale is nil"
t.Execute(w, data)
return

}
data.Block = salesToString(sale)
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for _, cust := range data.Block.Customers {
if cust == User.AddressHex {
data.InCustomers = true

break

}
if r.Method == "POST" {

r.ParseForm()
if r.FormValue("cancel") !="" {

_, err := Instance.CancelSale(
resetAuth(User),
index,

)

if err !=nil {
data.Error = err.Error()

t.Execute(w, data)

return

}

data.Error = "Success cancel"

}
if r.FormValue("confirm") !="" {

var (
saleTo = new(big.Int)
ok bool

)

saleTo, ok = saleTo.SetString(r.FormValue("addrnum"), 10)

if ok {
data.Error = "strconv error”
t.Execute(w, data)
return

}

_, err := Instance.ConfirmSale(
resetAuth(User),
index,
saleTo,

)
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if err !=nil {
data.Error = err.Error()

t.Execute(w, data)

return
}
data.Error = "Success confirm"
}
if r.FormValue("buy") !="" {
var (
price = new(big.Int)
ok bool
)
price, ok = price.SetString(r.FormValue("price"), 10)
if ok {
data.Error = "strconv error"
t.Execute(w, data)
return
}

auth := resetAuth(User)

if auth == nil {
data.Error = "failed: auth is nil"
t.Execute(w, data)
return

}

auth.Value = price

_, err := Instance.CheckToBuy(
auth,
index,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success buy request"
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if r-FormValue("close") !="" {

_, err := Instance.Cancel ToBuy(
resetAuth(User),
index,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success close buy request”

t.Execute(w, data)

basupyercs Ha (aiinax base.html u salesX.html (3.32).

(3.16) ®dynkius blockchainRentsXPage.

func blockchainRentsXPage(w http.ResponseWriter, r *http.Request) {

t, err := template.ParseFiles(

TMPL_PATH+"base.html",
TMPL_PATH+"rentsX.html",

if err !=nil {

panic("can't load hmtl files")

if User == nil {

http.Redirect(w, r, "/login", 302)

return

var data struct{

User *UserType
Block *RentStr
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Error string

Confirmed bool

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/rents/", "", 1)
index, ok = index.SetString(num, 10)
if ok {
data.Error = "strconv error"
t.Execute(w, data)
return
}
rent := getRents(index)
if rent == nil {
data.Error = "rent is nil"
t.Execute(w, data)
return
}
data.Block = rentsToString(rent)
if data.Block.Renter != "0x0000000000000000000000000000000000000000" {
data.Confirmed = true
}
if rMethod == "POST" {
r.ParseForm()
if r.FormValue("cancel") !="" {

_, err := Instance.CancelRent(
resetAuth(User),
index,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)

return
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}

data.Error = "Success cancel"

}
if r.FormValue("confirm") !="" {
auth := resetAuth(User)
if auth == nil {
data.Error = "failed: auth is nil"
t.Execute(w, data)
return
}
auth.Value = rent.Money
_, err := Instance.ToRent(
auth,
index,
)
if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return
}
data.Error = "Success confirm"
}

if r.FormValue("finish") !="" {

_, err := Instance.FinishRent(
resetAuth(User),
index,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success finish"

}

t.Execute(w, data)
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bazupyercs Ha daitnax base.html u rentsX.html (3.33).

(3.17) ®ynkmus blockchainPresentsDoPage.

func blockchainPresentsDoPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"presentsDo.html",
)
if err !=nil {
panic("can't load hmtl files")
}
if User == nil {
http.Redirect(w, r, "/login", 302)

return

}

var data struct{
User *UserType
Block *EstateStr

Error string

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/presents/do/", "", 1)
index, ok = index.SetString(num, 10)
if lok {

data.Error = "strconv error"

t.Execute(w, data)

return
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estate := getEstates(index)
if estate == nil {
data.Error = "estate is nil"
t.Execute(w, data)
return
}
data.Block = estatesToString(estate)
if r-Method == "POST" {
r.ParseForm()
_, err := Instance.CreatePresent(
resetAuth(User),
index,
common.HexToAddress(r.FormValue("address")),
)
if err !=mnil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success created"

}

t.Execute(w, data)

basupyercs Ha (aiinax base.html u presentsDo.html (3.34).

(3.18) dynknusa blockchainSalesDoPage.

func blockchainSalesDoPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"salesDo.html",
)
if err !=nil {

panic("can't load hmtl files")
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}
if User == nil {
http.Redirect(w, r, "/login", 302)
return
}
var data struct{
User *UserType
Block *EstateStr

Error string

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/sales/do/", "", 1)
index, ok = index.SetString(num, 10)
if lok {
data.Error = "strconv error"
t.Execute(w, data)
return
}
estate := getEstates(index)
if estate == nil {
data.Error = "estate is nil"
t.Execute(w, data)
return
}
data.Block = estatesToString(estate)
if rMethod == "POST" {
r.ParseForm()
var (
price = new(big.Int)
ok bool

)
price, ok = price.SetString(r.FormValue("price"), 10)
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if lok {
data.Error = "strconv error"
t.Execute(w, data)
return

}

_, err := Instance.CreateSale(
resetAuth(User),
index,
price,

)

if err !=nil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success created"

}

t.Execute(w, data)

basupyercs Ha (aiinax base.html u salesDo.html (3.35).

(3.19) ®dynkius blockchainRentsDoPage.

func blockchainRentsDoPage(w http.ResponseWriter, r *http.Request) {
t, err := template.ParseFiles(
TMPL_PATH+"base.html",
TMPL_PATH+"rentsDo.html",
)
if err !=nil {
panic("can't load hmtl files")
}
if User == nil {
http.Redirect(w, r, "/login", 302)

return
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}

var data struct{
User *UserType
Block *EstateStr

Error string

}

data.User = User

var (
index = new(big.Int)
ok bool

)

num := strings.Replace(r.URL.Path, "/blockchain/rents/do/", "", 1)
index, ok = index.SetString(num, 10)
if lok {
data.Error = "strconv error"
t.Execute(w, data)
return
}
rent := getEstates(index)
if rent == nil {
data.Error = "rent is nil"
t.Execute(w, data)
return
}
data.Block = estatesToString(rent)
if rMethod == "POST" {
r.ParseForm()
var (
days = new(big.Int)

price = new(big.Int)

ok bool
)
days, ok = days.SetString(r.FormValue("days"), 10)
if ok {

data.Error = "strconv error"

t.Execute(w, data)
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return
}
price, ok = price.SetString(r.FormValue("price"), 10)
if lok {
data.Error = "strconv error”
t.Execute(w, data)
return
}
_, err := Instance.CreateRent(
resetAuth(User),
index,
days,
price,
)
if err !=mnil {
data.Error = err.Error()
t.Execute(w, data)
return

}

data.Error = "Success created"

}

t.Execute(w, data)

basupyercs Ha (aiinax base.html u rentsDo.html (3.36).

(3.20) Koncranta TMPL PATH.

const (

TMPL_PATH = "templates_eth/"

Hcnonp3yemble NaKeThl.
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import (
"og"
"fmt"
"strings"
"context"
"net/http"
"math/big"
"html/template”
"io/ioutil"
"crypto/ecdsa”
contract "./contracts”
"github.com/ethereum/go-ethereum/accounts/abi/bind"
"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/crypto"
"github.com/ethereum/go-ethereum/common"
"github.com/ethereum/go-ethereum/ethclient"

(3.21) daiin base.html.

<IDOCTYPE html>
<htmlI>
<head>
<title>
{{block "title" .}}
Title
{{end}}
</title>
<meta charset="utf-8">
<link rel="stylesheet" type="text/css" href="/static/css/bootstrap.css">
</head>
<body>
<header>
<nav class="navbar navbar-expand-lg navbar-dark bg-dark">

<div class="container">
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<a href="/" class="navbar-brand" exact><h4>Home</h4></a>
<div class="navbar-collapse">
<ul class="navbar-nav">
<a href="/blockchain" class="nav-link"><h5>Blockchain</h5></a>
</ul>
<ul class="navbar-nav ml-auto">
{{ if (not .User) }}
<a href="/login" class="nav-link"><h5>Login</h5></a>
{{ else }}
<a href="/account" class="nav-link"><h5>Account</h5></a>
<a href="/logout" class="nav-link"><h5>Logout</h5></a>
{{ end }}
</ul>
</div>
</div>
</nav>
</header>
<main>
<div class="col-md-9 mx-auto">
{{block "content" .}}
Content
{{end}}
</div>

</main>

</body>

</html>

(3.22) daiin index.html.

{{define "title"}}

Index

{{end}}
{{define "content"}}

<div class="jumbotron">
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<h1 class="text-center'>Blockchain</h1>
</div>

{{end}}

(3.23) daiin login.html.

{{define "title"}}
Login
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/login">
<div class="form-group">
<input type="password" class="form-control" name="private" placeholder="Private
Key">
</div>
<input type="submit" class="btn btn-success w-100" name="login" value="Login">
</form>
</div>
</div>
{{ end }}
{{end}}

(3.24) ®aitn account.html.

{{define "title"}}

Account



{{end}}
{{define "content"}}
<div class="jumbotron">
<div class="col-12 mx-auto">
<form>
<div class="form-group">
<input id="address" readonly class="form-control bg-light" type="text" name="coins"
value="Address: {{ .Address }}">
</div>
<div class="form-group">
<input readonly class="form-control bg-light" type="text" name="coins"
value="Balance: {{ if .Balance }} {{ .Balance }} {{ else }} 0 {{ end }} coins;">
</div>
</form>
</div>
</div>

{{end}}

(3.25) daiin blockchain.html.

{{define "title"}}
Chain
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error } }</p>
</div>
{{end }}
{{ if .IsAdmin }}
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain">
<div class="form-group">

<input class="form-control" type="text" name="info" placeholder="Information">
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</div>
<div class="form-group">
<input class="form-control" type="number" name="squere" placeholder="Squere">
</div>
<div class="form-group">

-1

<input class="form-control" type="number" name="usefulsquere"
placeholder="Userful Squere">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Create">
</form>

</div>

</div>
{{ end }}
<div class="jumbotron">

<div class="card">

<a class="btn btn-info" href="/blockchain/estates">Estates</a>
</div>
<div class="card">

<a class="btn btn-info" href="/blockchain/presents">Presents</a>
</div>
<div class="card">

<a class="btn btn-info" href="/blockchain/sales">Sales</a>
</div>
<div class="card">

<a class="btn btn-info" href="/blockchain/rents">Rents</a>
</div>

</div>

{{end}}

(3.26) daiin estates.html.

{{define "title"}}

Estates

{{end}}
{{define "content"}}



<div class="jumbotron">
<div class="col-12 mx-auto">
<form method="POST" action="/blockchain/estates">
<div class="form-group">
{{ if .Address }}
<input readonly class="form-control bg-light" type="text" name="coins"
value="Address: {{ .Address }}">
{{ end }}
</div>
<div class="form-group">
<input type="text" class="form-control" name="address" placeholder="Address">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Get
estates">
</form>
</div>
</div>
<div class="jumbotron">
{{ if .Error }}
{{ .Error }}
{{ else }}
{{ range $i, $e := .Blocks }}
<div class="card">
<a class="btn btn-info" href="/blockchain/estates/{{$e} }">[Estate {{ $e }}]</a>
</div>
{{end }}
{{end }}
</div>

{{end}}

(3.27) Daiin presents.html.

{{define "title"}}

Presents

{{end}}



{{define "content"}}
<div class="jumbotron">
<div class="col-12 mx-auto">
<form method="POST" action="/blockchain/presents">
<div class="form-group">
{{ if .Address }}
<input readonly class="form-control bg-light" type="text" name="coins"
value="Address: {{ .Address }}">
{{ end }}
</div>
<div class="form-group">
<input type="text" class="form-control" name="address" placeholder="Address">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Get
presents'>
</form>
</div>
</div>
<div class="jumbotron">
{{ if .Error }}
<p>{{ .Error }}</p>
{{ else }}
{{ range $i, $e := .Blocks }}
<div class="card">
<a class="btn btn-info" href="/blockchain/presents/{{$e} }">[Presents {{ $e }}]</a>
</div>
{{end }}
{{'end }}
</div>

{{end}}

(3.28) ®daiin sales.html.

{{define "title"}}
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Sales
{{end}}
{{define "content"}}
<div class="jumbotron">
<div class="col-12 mx-auto">
<form method="POST" action="/blockchain/sales">
<div class="form-group">
{{ if .Address }}
<input readonly class="form-control bg-light" type="text" name="coins"
value="Address: {{ .Address }}">
{{ end }}
</div>
<div class="form-group">
<input type="text" class="form-control" name="address" placeholder="Address">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Get sales">
</form>
</div>
</div>
<div class="jumbotron">
{{ if .Error }}
<p>{{ .Error }}</p>
{{ else }}
{{ range $i, $e := .Blocks }}
<div class="card">
<a class="btn btn-info" href="/blockchain/sales/{{$e} }">[Sales {{ $e }}]</a>
</div>
{{'end }}
{{'end }}
</div>

{{end}}

(3.29) ®daiin rents.html.
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{{define "title"}}
Rents
{{end}}
{{define "content"}}
<div class="jumbotron">
<div class="col-12 mx-auto">
<form method="POST" action="/blockchain/rents">
<div class="form-group">
{{ if .Address }}
<input readonly class="form-control bg-light" type="text" name="coins"
value="Address: {{ .Address }}">
{{ end }}
</div>
<div class="form-group">
<input type="text" class="form-control" name="address" placeholder="Address">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Get rents">
</form>
</div>
</div>
<div class="jumbotron">
{{ if .Error }}
Error: {{ .Error }}
{{ else }}
{{ range $i, $e := .Blocks }}
<div class="card">
<a class="btn btn-info" href="/blockchain/rents/{{$e} }">[Rents {{ $e }}]</a>
</div>
{{ end }}
{{end }}
</div>

{{end}}

(3.30) daiin estatesX.html.

99



{{define "title"}}
Estate
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (and (eq .Block.Owner .User.AddressHex) (not .Block.PresentStatus) (not
.Block.SaleStatus) (not .Block.RentStatus)) }}
<div class="jumbotron">
<div class="card">
<a class="btn btn-info" href="/blockchain/presents/do/{{ .Block.Id }}">Do
present</a>
</div>
<div class="card">
<a class="btn btn-info" href="/blockchain/sales/do/{{ .Block.Id } }">Do sales</a>
</div>
<div class="card">
<a class="btn btn-info" href="/blockchain/rents/do/{{ .Block.Id }}">Do rents</a>
</div>
</div>
{{ end }}
<table border="1">
<tr>
<th>Id</th>
<td width="100%">{{ .Block.Id } }</td>
</tr>
<tr>
<th>Owner</th>
<td width="100%">{{ .Block.Owner }}</td>
</tr>
<tr>
<th>Info</th>

<td width="100%">{{ .Block.Info }}</td>
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</tr>
<tr>
<th>Squere</th>
<td width="100%">{{ .Block.Squere }}</td>
</tr>
<tr>
<th>UsefulSquere</th>
<td width="100%">{{ .Block.UsefulSquere } } </td>
</tr>
<tr>
<th>RenterAddress</th>
<td width="100%">{{ .Block.RenterAddress } }</td>
</tr>
<tr>
<th>PresentStatus</th>
<td width="100%">{{ .Block.PresentStatus } }</td>
</tr>
<tr>
<th>SaleStatus</th>
<td width="100%">{{ .Block.SaleStatus } }</td>
</tr>
<tr>
<th>RentStatus</th>
<td width="100%">{{ .Block.RentStatus }}</td>
</tr>
</table>
{{end }}
{{end}}

(3.31) daiin presentsX.html.

{{define "title"}}

Present

{{end}}
{{define "content"}}
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{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (eq .Block.AddressFrom .User.AddressHex )} }
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/presents/{{ .Block.Id } }">
<input type="submit" class="btn btn-success w-100" name="cancel"
value="Cancel">
</form>
</div>
</div>
{{end }}
{{ if (eq .Block.AddressTo .User.AddressHex )} }
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/presents/{{ .Block.Id }}">
<input type="submit" class="btn btn-success w-100" name="confirm"
value="Confirm">
</form>
</div>
</div>
{{ end }}
<table border="1">
<tr>
<th>Id</th>
<td width="100%">{{ .Block.Id } }</td>
</tr>
<tr>
<th>Estateld</th>
<td width="100%">{{ .Block.Estateld }}</td>
</tr>
<tr>

<th>AddressFrom</th>
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<td width="100%">{{ .Block.AddressFrom } }</td>
</tr>
<tr>
<th>AddressTo</th>
<td width="100%">{{ .Block.AddressTo } }</td>
</tr>
<tr>
<th>Finished</th>
<td width="100%">{{ .Block.Finished } }</td>
</tr>
</table>
{{ end }}
{{end}}

(3.32) daitn salesX.html.

{{define "title"}}
Sale
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (eq .Block.Owner .User.AddressHex )} }
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/sales/{{ .Block.Id } }">
<input type="submit" class="btn btn-success w-100" name="cancel"
value="Cancel">
</form>
</div>

</div>
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<form id="my_form" method="POST" action="/blockchain/sales/{{ .Block.Id }}">

</form>
{{ else }}
{{ if .InCustomers}}
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/sales/{{ .Block.Id }}">
<input type="submit" class="btn btn-success w-100" name="close"
value="Close">
</form>
</div>
</div>
{{ else }}
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/sales/{{ .Block.Id }}">
<div class="form-group">
<input type="number" class="form-control" name="price" value="{{
.Block.Price }}">

</div>

<input type="submit" class="btn btn-success w-100" name="buy" value="Buy">

</form>
</div>

</div>

{{ end }}
{{end }}

<table border="1">
<tr>

<th>Id</th>

<td width="100%">{{ .Block.Id } }</td>
</tr>
<tr>

<th>Estateld</th>

<td width="100%">{{ .Block.Estateld } } </td>
</tr>

<tr>
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<th>Owner</th>
<td width="100%">{{ .Block.Owner }} - {{ .User.AddressHex }} </td>
</tr>
<tr>
<th>Price</th>
<td width="100%">{{ .Block.Price } }</td>
</tr>
<tr>
<th>Customers</th>
<td>
{{ $owner := .Block.Owner }}
{{ $useraddr := .User.AddressHex }}
{{ $prices := .Block.Prices }}
{{ range $i, $e := .Block.Customers }}
<table border="1">
<tr>
<th>Customer</th>
<td width="100%">{{ $e }}</td>
</tr>
<tr>
<th>Price</th>
<td width="100%">{{ index $prices $i }}</td>
</tr>
{{ if (eq $owner $useraddr) }}
<tr>
<th>Confirm</th>
<td width="100%">
<input form="my_form" type="hidden" name="addrnum" value="{{ $i
P>
<input form="my_form" type="submit" class="btn btn-success w-100"
name="confirm" value="Confirm">
</td>
</tr>
{{end }}

</table>

{{end }}
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</td>
</tr>
<tr>
<th>Finished</th>
<td width="100%">{{ .Block.Finished } }</td>
</tr>
</table>
{{ end }}
{{end}}

(3.33) daitn rentsX.html.

{{define "title"}}
Rent
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (eq .Block.Owner .User.AddressHex)} }
{{ if (not .Confirmed) }}
<div class="jumbotron">

<div class="col-10 mx-auto">

<form method="POST" action="/blockchain/rents/{{ .Block.Id }}">

<input type="submit" class="btn btn-success w-100" name="cancel"

value="Cancel">
</form>
</div>
</div>
{{ else }}
<div class="jumbotron">

<div class="col-10 mx-auto">
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<form method="POST" action="/blockchain/rents/{{ .Block.Id }}">
<input type="submit" class="btn btn-success w-100" name="finish"
value="Finish">
</form>
</div>
</div>
{{ end}}
{{ else }}
{{ if (eq .Block.Renter "0x0000000000000000000000000000000000000000™)} }
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/rents/{{ .Block.Id }}">
<input type="submit" class="btn btn-success w-100" name="confirm"
value="Confirm">
</form>
</div>
</div>
{{end }}
{{end }}
<table border="1">
<tr>
<th>Id</th>
<td width="100%">{{ .Block.Id } } </td>
</tr>
<tr>
<th>Estateld</th>
<td width="100%">{{ .Block.Estateld } } </td>
</tr>
<tr>
<th>Owner</th>
<td width="100%">{{ .Block.Owner }}</td>
</tr>
<tr>
<th>Renter</th>
<td width="100%">{{ .Block.Renter }}</td>

</tr>
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<tr>
<th>Time</th>
<td width="100%">{{ .Block.Time } }</td>
</tr>
<tr>
<th>Money</th>
<td width="100%">{{ .Block.Money } }</td>
</tr>
<tr>
<th>DeadLine</th>
<td width="100%">{{ .Block.DeadLine }}</td>
</tr>
<tr>
<th>Finished</th>
<td width="100%">{{ .Block.Finished } } </td>
</tr>
</table>
{{end }}
{{end}}

(3.34) daiin presentsDo.html.

{{define "title"}}
Present
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (eq .Block.Owner .User.AddressHex )} }
<div class="jumbotron">

<div class="col-10 mx-auto'>
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<form method="POST" action="/blockchain/presents/do/{{ .Block.Id }}">

<div class="form-group">

<input type="text" class="form-control" name="address" placeholder="Address">

</div>

<input type="submit" class="btn btn-success w-100" name="submit" value="Send

present'>

</form>
</div>

</div>

{{end }}

<table border="1">
<tr>

<th>Id</th>

<td width="100%">{{ .Block.1d }}</td>
</tr>
<tr>

<th>Owner</th>

<td width="100%">{{ .Block.Owner }}</td>
</tr>
<tr>

<th>Info</th>

<td width="100%">{{ .Block.Info } }</td>
</tr>
<tr>

<th>Squere</th>

<td width="100%">{{ .Block.Squere }}</td>
</tr>
<tr>

<th>UsefulSquere</th>

<td width="100%">{{ .Block.UsefulSquere }}</td>
</tr>
<tr>

<th>RenterAddress</th>

<td width="100%">{{ .Block.RenterAddress } }</td>
</tr>

<tr>
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<th>PresentStatus</th>
<td width="100%">{{ .Block.PresentStatus } }</td>
</tr>
<tr>
<th>SaleStatus</th>
<td width="100%">{{ .Block.SaleStatus }}</td>
</tr>
<tr>
<th>RentStatus</th>
<td width="100%">{{ .Block.RentStatus } } </td>
</tr>
</table>
{{ end }}
{{end}}

(3.35) Paiin salesDo.html.

{{define "title"}}
Sale
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (eq .Block.Owner .User.AddressHex )} }
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/sales/do/{{ .Block.Id }}">
<div class="form-group">
<input type="number" class="form-control" name="price" placeholder="Price">

</div>
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<input type="submit" class="btn btn-success w-100" name="submit" value="Do

</form>
</div>

</div>

{{end }}

<table border="1">
<tr>
<th>Id</th>
<td width="100%">{{ .Block.Id } } </td>
</tr>
<tr>
<th>Owner</th>
<td width="100%">{{ .Block.Owner } }</td>
</tr>
<tr>
<th>Info</th>
<td width="100%">{{ .Block.Info } } </td>
</tr>
<tr>
<th>Squere</th>
<td width="100%">{{ .Block.Squere }}</td>
</tr>
<tr>
<th>UsefulSquere</th>
<td width="100%">{{ .Block.UsefulSquere }}</td>
</tr>
<tr>
<th>RenterAddress</th>
<td width="100%">{{ .Block.RenterAddress } }</td>
</tr>
<tr>
<th>PresentStatus</th>
<td width="100%">{{ .Block.PresentStatus }}</td>
</tr>

<tr>
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<th>SaleStatus</th>
<td width="100%">{{ .Block.SaleStatus } }</td>

</tr>

<tr>
<th>RentStatus</th>
<td width="100%">{{ .Block.RentStatus } } </td>

</tr>

</table>
{{ end }}
{{end}}

(3.36) daiin rentsDo.html.

{{define "title"}}
Rent
{{end}}
{{define "content"}}
{{ if .Error }}
<div class="jumbotron">
<p>{{ .Error }}</p>
</div>
{{ else }}
{{ if (eq .Block.Owner .User.AddressHex )} }
<div class="jumbotron">
<div class="col-10 mx-auto">
<form method="POST" action="/blockchain/rents/do/{{ .Block.Id }}">
<div class="form-group">
<input type="number" class="form-control" name="days" placeholder="Days">
</div>
<div class="form-group">
<input type="number" class="form-control" name="price" placeholder="Price">
</div>
<input type="submit" class="btn btn-success w-100" name="submit" value="Do

rent'>
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</form>
</div>
</div>
{{ end }}
<table border="1">
<tr>
<th>Id</th>
<td width="100%">{{ .Block.Id } } </td>
</tr>
<tr>
<th>Owner</th>
<td width="100%">{{ .Block.Owner } }</td>
</tr>
<tr>
<th>Info</th>
<td width="100%">{{ .Block.Info }}</td>
</tr>
<tr>
<th>Squere</th>
<td width="100%">{{ .Block.Squere }}</td>
</tr>
<tr>
<th>UsefulSquere</th>
<td width="100%">{{ .Block.UsefulSquere } } </td>
</tr>
<tr>
<th>RenterAddress</th>
<td width="100%">{{ .Block.RenterAddress } } </td>
</tr>
<tr>
<th>PresentStatus</th>
<td width="100%">{{ .Block.PresentStatus } }</td>
</tr>
<tr>
<th>SaleStatus</th>
<td width="100%">{{ .Block.SaleStatus } }</td>
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</tr>
<tr>
<th>RentStatus</th>
<td width="100%">{{ .Block.RentStatus } }</td>
</tr>
</table>
{{end }}
{{end}}
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3. CKpUHILIOTHI

3.1. «IIporpamMmmupoBaHue y31a OJI0KICHH

(1) I'maBHas crpanuia.

Blockchain

(2) Crpanuua peructpanuu (reHepauuy IpUBaTHOTO KIIKOYA).

Home

Generate Private Key
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(3) Ctpanuna apropuzaiuu (BBOJ MPUBATHOTO KITIOUA).

Home

Private Key

(4) AxkkayHT 10oIb30BaTENS.

Home

Address: MEgCQQCyKk2dRupy5WUWI/HIK SOtWX 13wiZ7pfZg2Pm7kiscGMa7+B XxiZcaPkSUyALy3BgqOul6ZvVal9cUSZM+kC3RAgMBAA

Balance: 100 coins;

(5) ®opmupoBaHUe TpaH3AKIIHA.

Home

Receiver

Value z

Send
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(6) Madopmarust o O10K4eiHHE.

Home

Address

Balance

[Block 0]
[Block 1]

[Block 2]

(7) Nadopmarus o G10Ke.

Home
Nonce 2011578523
Difficulty 20
CurrHash [12 78 69 132 168 51 73 67 181 253 226 230 229 122 31 176 133 228 105 139 152 132 1 178 137 0 58 192 248 28 14 106]
PrevHash [71 69 78 69 B3 73 83 45 66 76 79 67 75]
Miner MEgCQQCyKk2dRupySiWUWI/HIK SOtWX 13wiZ7pfZg2Pm7kiscGMa7+BXxiZcaPkSUy4Ly3Bgq0ul6ZValacUSZM+kC3RAgGMBAAE=
signature [56 96 127 186 233 60 205 107 206 104 193 147 50 85 173 202 230 226 23 14 152 246 188 231 238 5 118 62 26 90 221 146 121 181 253 84 128 8 92 100 16 96 49 46 184 143 208 236 32 51 250
136 173 72 145 22 78 247 24 126 13 119 122 80]
ITimeStamp |2020-07-26T713:39:43-04:00
RandBytes|[230 177 129 140 220 158 16 90 53 168 99 98 228 246 179 53 121 99 24 159 206 110 173 222 251 204 68 23 245 81 111 140]
PrevBlock |[71 69 78 69 83 73 83 45 66 76 79 67 75]
Sender MEgCQQCyKk2dRupySiWUWIHIK SOtW X 13wiZ7pfZq2P m7kiscGMa7+B XxiZcaPkSUy4Ly3BgqOul6ZVal9cUSZM+kC3RAgMBAAE=
Receiver |aaa
Value 2
[ToStorage |0
CurrHash |[170 177 242 187 158 125 138 20 57 107 173 237 31 41 202 233 137 198 103 72 128 240 56 234 101 90 170 71 24 205 2 43]
signature [33 37 142 176 32 50 162 120 252 107 35 127 253 176 146 119 126 117 198 149 63 121 224 13 40 227 152 8 115 97 54 221 129 138 7 98 68 244 202 166 227 67 29 227 238 52 253
239 143 135 15 204 125 154 198 241 127 40 156 164 83 155 177 180]
RandBytes|[33 62 225 108 153 150 24 222 120 139 12 53 63 61 208 128 237 42 214 80 139 33 225 121 92 40 141 76 8 40 123 241]
PrevBlock |[71 69 78 69 83 73 83 45 66 76 79 67 75]
Sender MEgCQQCyKk2dRupySiWUWIHIK SOtW X 13wiZ7pfZq2Pm7kiscGMa7+B XxiZcaPkSUyALy3BgqOul6ZVal9cUSZM+kC3RAgMBAAE=
Receiver |bbb
[Transacti
Value 3
[ToStorage |0
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3.2. «Ethereum»

(1) I'maBuas crpanuia.

Blockchain

(2) Ctpanuna aBropusaiuu (BBOJ MPUBATHOTO KIIIOYA).

Home

Private Key

(3) AKKayHT IOJIB30BaTEN.

Home

Address: 0xb4D3AaEA399215c39852d6C4ChEAG3F1739hCe37

Balance: 99929791720000000000 coins;
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(4) Uadopmarus o 6moxueiine. Ecnu moap30BaTenb SBISETCS CO3/AaTEIeM
KOHTPAKTa, TOTAA Y HETO MOSBISETCS BO3MOYXKHOCTD CO3/1aBaTh 0ObEKTHI

(HEABUKUMOCTH).

Home

Information

Squere

Userful Squere

Create

Estates
Presents

Sales

““ 0

(5) Crpanuna nHeasmxumMocTei. [To-ymomganuio 0ToOpakaroTcsi BCe 00bEKTHI,
KOTOPBIE OTHOCATCS K MOJL30BaTeNt0. B ampecHoe moie MOKHO BBECTH apec
JIPYTOro MOJIb30BaTeNIsA, YTOOBI IPOCMOTPETh HHGOpMaruio o0 HéEM. Eciiu BBecTH B
noie «all», Torma oToOpa3aTcst Bce HENBIKMUMOCTH B OJI0KYeiHe. Tako xe

MCXaHU3M pa60TaeT C IIoaapKamMu, IpoaaxaMu 1 apCHAaMH.

Home

Address: 0xb4D3AaEA399215¢39852d6C4ChBAG3F1739bCe37

Address

Get estates

[Estate 0]

[Estate 1]

[Estate 2]
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(6) Muadopmarust o HeABIKUMOCTHU. Eciiy 1oyib30BaTeNb BIIaIeeT
HEJIBUYKUMOCTBIO, TOTJIa Y HETO MOSABJISIOTCS (DYHKIMH C JapEHUEM, MPOJAKEN 1
apeHI0N.

Home

Do present

Do rents

Id 0

owner 0xb4D3AAEA399215039852d6C4Ch6A63F1739hCe37
Info one

Squere 10

UsefulSquere |5
Renter Address|0x0000000000000000000000000000000000000000

PresentStatus (false
Salestatus [false
RentStatus  [false

(7) Ctpanuua gapeHust HeIBU>)KUMOCTH.

Home

Address

Send present

Id 0

owner 0xb4D3AAEA399215c39852d6C4AChEAB3F17390CC3T
Info one

Squere 10

Usefulsquere |5
RenterAddress|0x0000000000000000000000000000000000000000

PresentStatus |false
SaleStatus false

RentStatus false

(8) Ctpanuna npojaxu HeIBHKUMOCTH.

Home

>

Price

<

Do sale

Id 0

Owner 0xb4D3AaEA399215c39852d6CAChBAB3F1739hCe37
Info one

Squere 10

UsefulSquere |5
RenterAddress|0x0000000000000000000000000000000000000000

PresentStatus [false
SaleStatus [false:

RentStatus [false
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(9) Ctpanuna apeHabl HEIBUKUMOCTH.

Home

Days 2

Price 2

Id 0

(Owner 0xb4D3AaEA399215¢39852d6CAChBAG3F1739bCC37
info one

Squere 10

UsefulSquere |5
RenterAddress|0x0000000000000000000000000000000000000000

PresentStatus [false

SaleStatus false

RentStatus false

(10) Ctpanuiia nmpuHATHS MOAApPKa.

Home

Confirm

Id 0
Estateld 0
[AddressFrom|0xb4D3AaEA399215¢39852d6C4ChBAG3F1739hCe37
AddressTo |0xe2dB725A7ChOEAB36a3B3943C7h5d99187f{5013
Finished [false

(11) Ctpanuiia mOKynKu HEABMKHUMOCTH.

Home

1000000000000000000 =

Id 0

Estateld [0

Oowner 0xe2dB725A7ChOEAB36a3B3943C7h5d991871f5013 - OxcC7dEI7BED30ASeAC13c58CB363cd4ABA 1658593
Price 1000000000000000000

Customers

Finished [false
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(12) Crpanuiia noATBEPKACHUS TPOIAKH.

Home

Cancel

Id ]

Estateld |0

Oowner 0xe2dB725A7CbOEAB36a3B3943C7h5d99187ff5013 - Oxe2dB725A7ChOEAB36a3B3943C7h5d991871f5013
Price 1000000000000000000

CI.ISll:lmEI"D}(CC?dE975EDEDAEEACISC55C53535d4A8A1558593 ‘

C s Price 1000000000000000000
Confirm

Finished (false

(13) Ctpanuiia mpuHATHAS apEHBI.

Home

Id 0
Estateld 0
Owner |0xcC7dE97BED30A5eAc13c58CB363cd4ABA1658593
Renter |0x0000000000000000000000000000000000000000

Time 3
Money |1000000000000000000
DeadLine|0

Finished (false
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5. UcXOaHBIN KO

https://github.com/Number571/Blockchain
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